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CTFs are competitions where you must find a flag which is a string with a specific format (e.g. HTB{l am_a_flag})
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Challenges have categories
o You will need different tools and
skills for each category
o  Some categories might be easier
for you, others more difficult
Machines have tags
O  There are some must-know tools
that you always need in
machines
You will also need to improvise
and search online for other tools
and information
Challenges require you to find a flag
Machines require you to take control
over the server and find 1 or 2 flags
(user and root flag, they are usually
located in a user.txt file and a root.txt
file on the machine’s file system)

Infiltration
EASY

Account Misconfiguration

Fawn
VERY Account Misconfiguration
EASY

Pwn

Web

Misc

Forensics

Mobile

OSINT

Hardware

GamePwn




[t ma b Challenges

Where are flags located? It depends on the kind of challenge
e In web, they can be in a database, in the file system or even somewhere in the web application
® Inreverse engineering they are usually in the program but they could be encrypted and you need to
understand how the program works to retrieve the flag
® In pwn, they are usually in the file system, therefore you need to obtain a bash shell exploiting vulnerabilities
in the binary

In general you will find that flags can be hidden in trivial or complicated ways but you always need to bypass some
“defences” to obtain it

ation to test the availability of a device by

ing it's IP address in the field below. For example, 127.0.0.1

;cat |/home/tryhackme/ﬂag<txt

Here is your command: ;cat /home/tryhackme/flag.txt
Output:

THM{COMMAND_INJECTION_COMPLETE}
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Machines

Machines (and also some challenges) need to be spawned
After the machine spawns you will see an IP address ”. Meow

2
What do we do now? ® ONLINE

Meow

VERY EASY

Meow

VERY EASY

IP ADDRESS

@ Spawn Machine 10.129.1.17

Click to Spawn Machine
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Connecting to HTB

Select your connection

Dedicated Lab
EU Dedicated 72

Vpn for Pilot Lab

TROUBLE CONNECTING?

@ htbn0OOb

Connect to Dedicated Lab

OpenVPN

The OG way of connecting to a machine.

Pwnbox

Your own web-based Parrot Linux
instance to play our labs.

TROUBLE CONNECTING?




) ke {1 Connecting by VPN

Connect to Dedicated Lab with OpenVPN

o

EU Dedicated 72 —

SERVER IP ADDRESS

PROTOCOL

® uppizzz () TCPas3

DOWNLOAD VPN

G Dedicated_Lab_h....ovpn

TROUBLE CONNECTING?
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OpenVPN Connect

— Profiles e Connect to Dedicated Lab with OpenVPN

~ e @ onLINE @ Q} PLAYER

edge-eu-dedicated-72- x
dth.hathhebOX.eU EU Dedicated 72 10.10.14.2

[Dedicated_Lab_htbn00b] SERVER IP ADDRESS

€y DOWNLOAD VPN + v REGENERATE VPN

DISCONNECTED v

CONNECTION STATS C:\Users\loren>ping 10.129.1.17

3.6KB/s Pinging 10.129.1.17 with 32 bytes of data:
Reply from 10.129.1.17: bytes=32 time=43ms TTL=63
Reply from 10.129.1.17: bytes=32 time=43ms TTL=63
Reply from 10.129.1.17: bytes=32 time=43ms TTL=63
Reply from 10.129.1.17: bytes=32 time=492ms TTL=63

Ping statistics for 10.129.1.17:

0B/s Packets: Sent = 4, Received = 4, Lost = @ (0% loss),
Approximate round trip times in milli-seconds:

OKB/S 2.08 KBS Minimum = 43ms, Maximum = 492ms, Average = 155ms
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Connect to Dedicated Lab with Pwnbox

Germany EU Dedicated 72

HOURS LEFT LOCATION SERVER

Connect to Pwnbox
Your own web-based Parrot Linux instance to play our labs.

PWNBOX LOCATION

Germany 100000ms

START PWNBOX

Connecting using a Pwnbox

&~ Connect to Dedicated Lab with Pwnbox

® ONLINE @

UNLIMITED Germany —

HOURS LEFT LOCATION SERVER

VIEW INSTANCE DETAILS

00:00
INSTANCE LIFETIME

OPEN DESKTOP
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@ Tue Apr 18, 15:46.

htbn0OOb's Home

my_credentials.txt

README.license

@ Menu s [VNC config]
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=k

[10 10.14.2]-[htbn@Gb@hth-z

[:E: ledicated-72-dhcp]-[10.10.14.2]-[htbn0Gb@ht!
[«]$ ping 10. 129 1.17

PING 10.129.1.17 (10.129.1. 17) 56(84) bytes of data.
64 bytes from 10.129.1.17: icmp seq=1 ttl=63 time=15.
64 bytes from 10.129.1.17: icmp seg=2 ttl=63 time=15.

64 bytes from 10.129.1.17: icmp seg=3 ttl=63 time=16.
64 bytes from 10.129.1.17: icmp seq=4 ttl=63 time=15.
64 bytes from 10.129.1.17: icmp seq=5 ttl=63 time=15.
58

- 10.129.1.17 ping statistics ---
5 packets transmitted, 5 recelved 0% packet loss, time 4006ms
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Nmap is a tool that allows to scan for open ports
It is the first tool you must use when solving a machine
There are many options that can be used, enter the command

“man nmap” to discover them

This is the base command: nmap <MACHINE_IP>

Starting Nmap 7.92 ( https://nmap.org ) at 2023-04-21 11:25 EDT
Nmap scan report for 10.129.228.60

Host is up (0.0092s latency).

Not shown: 998 filtered tcp ports (no-response)

PORT STATE SERVICE

22/tcp open ssh

80/tcp open http

Nmap done: 1 IP address (1 host up) scanned in 16.39 seconds
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Other tools, protocols or commands that you might need are:

e Metasploit
Dirbuster
wfuzz

FTP

SMB
Telnet

SSH




Wt °.  Tools - For challenges

Challenges require you to use different tools depending on the category
(this list is not complete, there are countless tools for each category)

e Web ->Burp, ZAP, Browser developer tools
Crypto -> Python

Reversing -> IDA, Ghidra

Pwn -> IDA, Ghidra, pwntools

Forensics -> wireshark, volatility



[ i B ¢ An example

Let’s try to solve our first challenge and our first machine together!

Photobomb

EASY




Some additional references

https://book.hacktricks.xyz/ (collection of vulnerabilities and tool explanations)

https://academy.hackthebox.com/ (some guided paths for starting with HTB)

https://www.metasploit.com/ (tool for automatic exploitation)

https://www.revshells.com/ (when you need to open a reverse shell)



https://book.hacktricks.xyz/
https://academy.hackthebox.com/
https://www.metasploit.com/
https://www.revshells.com/

