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Systems

A system can be defined as:

* a set of things working together as parts of a mechanism or an
interconnecting network; a complex whole.

* a set of principles or procedures according to which something
1s done; an organized scheme or method.

* A system 1s a group of interacting or interrelated entities that
form a unified whole.
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Systems

A system 1s composed by a number of entities separated from the
environment by a boundary

Boundary

Environment
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Systems

A system 1s composed by a number of entities separated from the
environment by a boundary

It has a structure
defined by the
relationships among
the entities
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Systems

A system 1s composed by a number of entities separated from the
environment by a boundary

dl

It has a structure
defined by the
relationships among
the entities

[t reacts to the
environment inputs
(u, d) and acts on it
(y) to exploit its

purpose
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Systems

A system 1s composed by a number of entities separated from the
environment by a boundary

The inputs could be
certified or
manipulable, 1.e.,
properly named
inputs u

The inputs could be
malicious or not
manipulable, 1.e.,
properly named
disturbances d
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Systems

The concept of system 1s very general and include:
* Natural systems
* Human made systems
* Social systems
* Cultural systems
* Economic systems

* Physical systems

Any entity of a systems can be a system itself: Sub-system
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Systems

In order to exploit its purpose in spite of malicious inputs from
the environment, or even internal modifications, the system
should have some properties:

* Robustness

Property of a system to stay healthy in perturbed conditions,
1.e., the structural ability of a system to resist to changes in
parameters/structure and to external perturbations maintaining
its steady-state performance

* Resilience

Th capacity of a system to recover its behaviour and
performance from changes and external stresses. [t is an
extension of the property definition for mechanical bodies.
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Systems

The behaviour of systems can be represented by models in the
time domain

Differential equations

Difference equations
Ay(t)=F(p()

System control basics



Systems

The behaviour of systems can be represented by models in the
frequency domain (only linear systems)

Differential equations

Laplace-transform ~=mmm Y(s)=F(s)U/(s)
Fourier-transform = Y(jo)=F(jo)U(jo)
Transfer function
Difference equations l
z-transform — Y(z)=F(z)U(z)
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Systems

The behaviour of systems can be represented by finite-state

models c,

Automata @ @
C

Petr1 Nets
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Systems

The behaviour of systems can be represented by flow charts

Yes
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Systems

Open-loop systems has very poor robustness and resilience
properties

The subsystem E, generates the variable w taking into account the

input u only and, by E,, the output y depends on both w and d

System control basics



Systems

Closed-loop systems has to be implemented to have good
robustness and resilience properties

d
|

I e k, L, "y
T

The subsystem £, generates the variable w taking into account the

input u and the output y, such that w compensate for or limit, at
least, the influence of d on £,
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SISO control schemes

Single-loop output feedback

The control action depends on the mismatching between the
expected behaviour (set-point) and the actual one as measured.

5 d(®)
E RSNy EIEEC RN
E — E +
: controller : actuator process
A0 [ e i niogs (-
filter i trasducer
e erererr ] n(t)
Controller

Disturbances can appear anywhere outside the controller
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SISO control schemes

Single-loop output feedback




SISO control schemes

Feedback cascade control

The control action depends on a couple of “nested” control loops.

d(t)
r(t) = u m(t)
‘ool e—[c] il & >

. controller ™ controller

F2 |«

filter

= actuator

o nd O §

process

_|_
4
%_i_

n,(t) trasducer

F1|°

filter

Controller
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SISO control schemes

Feedback cascade control

_ C,C,APR
"1+ C,APT,F, +C,C,ARPTF,

_ PP
" 1+C,APT,F, + C,C,ARPTF,

_—_— F,C,AP,F,
" 1+ C,APTF, + C,C,ARPTF,

_— FC,C,AP,R
" 1+ CAPTF, + C,C,ARPTF,
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SISO control schemes

Feed-Forward control

The control action is implemented by means of two components: one
predictive (feedforward) and one corrective (feedback).

C2 C3
controller
controller | [~ EPHHBIER d(t)
r(t) L\
s g
— +
controller : actuator Process
e g I
filter i trasducer
Controller
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SISO control schemes

Feed-Forward control

r:(Cl+C2)AP c oL o 1xCAP
1+ C APTF AP 1+ C,APTF
W, = (1-GA)P c3=1:> W, =0
1+ C,APTF A
FC AP

"~ 14+C APTF
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SISO control scheme

S

Split-range control

Two controllers alternatively act two actuators affecting the same

process

d,(t)

C2

d (1)

1@ —»- :

controller actuator

................................................................................

Controller
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SISO control schemes

Split-range control

C\ 4 AP
1+C APPTF
C,4,PP,

e>(

W =

n

1+C,4,P,PTF

 FCARP,
1+C APPTF
FC2A2I)2[)3

1+ C,4,P,PTF

{
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SISO control schemes

Override control

Two controllers can act on the same actuator with some priority

- —= Cl

controller

filter

— C2
e(t) controllel

u, (1

)
> A)’-ﬂé

selector |

actuator

process

F <

Yol
?+ trasducer
: n(t)

Controller
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SISO control schemes

Override control

C,AP
>
y _1TCAPTF "
' C,AP
<
1+C, APTF W .
U,>u,
1+C,APTF
e
<
_FC,AP 1+C, APTF 1
>
y 1+C,APTF "0
" _FC,AP
<
1+C, APTF 2%
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SISO control schemes

Anti-Wind-up controller

The model of the actuator saturation 1s embedded into the controller to
exit the saturation as soon as the error changes its sign

saturation model

L
p
LP Filter - T
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SISO control schemes

Anti-Wind-up controller

The model of the actuator saturation 1s embedded into the controller to
exit the saturation as soon as the error changes its sign

saturation model

Li—

LP Filter - T
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SISO control schemes

Anti-Wind-up controller

The model of the actuator saturation 1s embedded into the controller to
exit the saturation as soon as the error changes its sign

|
L, u(t)
| |
: saturation model :
, |
! |
I L,
|
: LP Filter - T I
| |
If saturation is engaged u'(t)=e'(t)+U,, sign(u(t))
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SISO control schemes

Anti-Wind-up controller

The model of the actuator saturation 1s embedded into the controller to
exit the saturation as soon as the error changes its sign

——error
— PI & anti wind-up
——simple PI

|
|

put

Actuator out

Time

System control basics



SISO control schemes

Smith predictor

The plant model without the delay 1s embedded into the controller to
estimate the “real-time” output and a feedback loop 1s included to
compensate for model mismatching

——Pp|Ingresso Uscita

. B 00798 . Processo
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J : 4 2 e AR ) CRE Y }D%( PD%(g'—Pé
. . H 14137541 .
Gradino E Integqratore 0 H E Wodello L ordine Modello Modello E
- - . Delay=0.9 Delay=2.034 &
oo Al o < EEERELY :
Derivatore ) . Predittore di Smith
.......................................................

> PID
?‘ Errore di modello
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SISO control schemes

Smith predictor
The step response of the controlled plant without Smith predictor

Risposta indiciale
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SISO control schemes

Smith predictor
The step response of the controlled plant with Smith predictor

Risposta indiciale
1.2 T T T T T T J

L " """"""""" T T """"" T o 7]

— PID con retroazione dell'errore dimodello

i i — ermore dimodello i
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—— PI+D senza retroazione dell'errore dimodello
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SISO control schemes

Adaptive control

The parametric model of the plant 1s used and its parameters are
1denfied to design the proper controller

Yy
> REFERENCE ref ADJUSTMENT <
MODEL {>[ MECHANISM
Parameters AN
_._D u y
CONTROLLER L PLANT ———— >
_|>

MODEL REFERENCE ADAPTIVE CONTROL (MRAC)

The controller parameters are adjiusted such that the behaviour of
the plant follows that of the reference model
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SISO control schemes

Adaptive control

The parametric model of the plant 1s used and its parameters are
1denfied to design the proper controller

Plant identification

ADJUSTMENT I SYSTEM 1
MECHANISM Plant uncertainty > IDENTIFICATION

— u y
CONTROLLER o PLANT ——{>

MODEL IDENTIFICATION ADAPTIVE CONTROL (MIAC)

The controller parameters are adjusted taking into account the
actual/current parameters of the plant model
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SISO control schemes

Gain scheduling control

The controller 1s chosen among a set of controllers designed on the
basis of linear models around different working points of a nonlinear

u, (t)
e Ckﬂ \Ll; selector Ad(t)
e(t) controller Look-up | 4

_A C1 ﬁ actuator process
u, (1)
controller
Z(t t
(1) — a0 4 T -
filter * trasducer
Controller
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Robustness of SISO control schemes

r +>OL> G > y

y4 H }

Robustness to variations of the system parameters.

The plant G can be affected by aging and wear such that its
dynamics change with time.

Changes of the plant dynamics can be induced by external
actions.

The control system should be able to limit the effect of
changes in the subsystems dynamics on the output y
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Robustness of SISO control schemes

r o-¢ . G
z H
WY
1+ GH

o W/ _dWG_ 1
G dg —

S dGW 1+GH

SW:%%[:d_WE:_ GH
" G dHW  1+GH
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The effect of the changes
on G can be attenuated by
its high gain.

The changes on H cannot
be attenuated: sensors
should be protected and
reliable



Robustness of SISO control schemes

Robustness to disturbance: the output should be not sensitive to
external uncontrolled inputs

dl
r(t) + e + l"‘ G
—o G Lo G =
% H L s
ﬁ'; 7
n d,
G G, G, Having G, with a high modulus
SRR GG,H Wa = 1+ G G,H al.lows for attengating the effect od
-GG, _-GG,H disturbances acting on the direct path
" 1+G,G,H SR G,G,H Disturbances on the feedback can
be hardly attenuated
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Robustness of SISO control schemes

Robustness to disturbance: the output should be not sensitive to

external uncontrolled inputs

System control basics

d,
r + e=0 G W l—'_ G =0
o= G Y5 z Y
z H
[
pu— —|_ -
i Gl W>O > Gz > y_O
_|_
—d G, (upstream) should “know” the structure of
!

the disturbance for its complete rejection



MIMO control schemes

MIMO control systems are characterise by having a number of
manipulated inputs and a number of measured variables (outputs)

u: input

d: disturbance
y: output

X. state
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MIMO control schemes

Linear time-invariant MIMO systems can be represented in the state-
space form by constant matrices
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MIMO control schemes

Linear time-invariant MIMO systems can be represented in the state-
space form by constant matrices

x(t)=Ax(t)+Bu(t)+Ed(t) X€ER"  uekR’
y(t)=Cx(¢t)+Du(t)+ Fd(t) deR"

AT W oA

>

represents the connections among the systems components
represents how the inputs act on the system
represents how the disturbances act on the system

represents how the measurements depend on the system's
internal energy

represents the direct/instantaneous influence of the inputs
to the measurements

represents the effect of the interferences on the
measurements

System control basics
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MIMO control schemes

Linear time-invariant MIMO systems can be represented in the state-
space form by constant matrices

x(t)zAx(t)+Bu(t)+Ed(t) xX€ER' ucRr’ yER?
y(t)=Cx(t)+Du(t)+ Fd(t) deR"

@ Laplace transform

sX(s)—x(0)=4X(s)+BU(s)+ED(s)
Y(t)=CX(s)+DU(s)+FD(s)

Y(S)=C(SI—A)_1x(O)—I—lC(SI—A)_lB+ D]U(S)
+|C(si—4) " E+F|D(s)
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MIMO control schemes

Linear time-invariant MIMO systems can be represented in the Input-
Output form by means of the Transfer Matrix whose elements are
Tranfer Functions

¥, (0= G,(5)U, ()42 H,(5)D, (5

J
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MIMO control schemes

Multivariabile control

The control actions on the plant are implemented by single-loop

schemes somehow coordinated and interactions are considered similar
to disturbances

¥, (0=3 L7(G,(5)U, () + X L7 H,(5) D,(5)
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MIMO control schemes

Multivariabile control

The control actions on the plant are implemented by single-loop
schemes somehow coordinated and interactions are considered similar

to disturbances

£1
-< T =

=G, 0

uHG—T

k 1k
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MIMO control schemes

Multivariabile control

The control actions on the plant are implemented by single-loop
schemes somehow coordinated and interactions are considered similar
to disturbances

ui=Asg
= Vl
I Gen Gn

-

12 G2
Ex Gal
r — Ge22 G2 c2=ATao
_ v u,=Ae
Pl-controller ~ Decoupl.block Process
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MIMO control schemes

LQR control

The control actions on the plant are implemented by a state feedback
scheme with the feedback gains (direct disturbances on the output are
classified as noise)

.ﬂﬁzAﬂﬂ+BMﬂ+Ed%% w(1)=K (1

y(t)=Cx(t)+Du(t)+ Fn(

!

x(t)=(A+BK)x(t)+Edt)
y(t)=(C+DK)x(t)+Fn(t)

The control 1s chosen such that a performance index 1s minimized

X ()0 x(t)+u"(t)Ru(1)|dt

J(u)=

t

L—s
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MIMO control schemes

LQG control

The state feedback control actions on the plant are implemented using
the state extimates from an optimal observer that 1s less sensitive from
disturbance and noise

x(t)=Ax(t)+Bu(t)+Ed(t) u(t)=K x(z)

y(t)=Cx(t)+Du(t)+ Fnlt)

R(t)=A%(0)+Bu(t)+ L p(r)=-y(t)]
y(t)=Cx(t)+ Dult)

Kalman filter

The gain matrices K and L are chosen such that a performance indexes are
independently minimized

J o= |x"(0)Qux(t)+u" (¢)Ru (1) dt
= |X7(6)0, x(1)+y" ()R, p(1)|at
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Observers for model-based FDI

The observer

It 1s a copy of the process model which has an additional input that
takes into account the difference between the estimated and the actual

output.
Plant
b5 505 y(9)
u(?) yzH(x,'u;t) N
xo(fw e(?)
)Ac:F()Acut) y(t)
Y=H(% u,1]
Model

If the error 1s not zero, possibly a fault is present. (parity check)
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Observers for model-based FDI

The observer

It 1s a copy of the process model which has an additional input that
takes into account the difference between the estimated and the actual

output.

)'czF(x;u;t)
y=H(x;u;t)

A — F A, . e e .
State observer * ({ “ t) Output injection
yzH(x;u;t)

The output injection is designed to drive the estimation error to zero.
If 1t 1s not, possibly a fault 1s present.

System dynamics
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Observers for model-based FDI

The observer

A stack of observers can be used to detect faults or different operating

conditions

y(t)—»
u(t)— Observer for mode 1

y(t) —»

Observer for mode 2
u(t) —»

u(t) At
— Plant l[In-'l

v, (1)

y(t) —»

s Observer for mode N
u(t) —™

vy (t)

vy(t)

Residual

evaluation

j(t)
—h

The output injection will be zero only for the curent operating or

faulty condition.

System control basics

710)= o i |

t

o)



Observers for model-based FDI

The Unknown Input Observer

It 1s designed as an observer but exploits a structural feature of the
plant such that the output error 1s zero 1f and only if the state estimation
error 1s Zero.

disturbance/fault

Measured output
Process -

e

+

Estimated output Qutput erro

Estimated state

UlO

Estimated
fault/disturbance

II--II-III-IIII--III-II‘

HIII--II-IIIIIIIII--
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Observers for model-based FDI

Combining UIO and data analysis

The output injection of a UIO contains informations on the fault. By
analysing the time serie of the output injection signal some
characteristics of the fault can be derived.

G-y - FFT =~
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Observers for model-based FDI

Combining UIO and data analysis

The application to rotor broken bar diagnosis.

X1 = ay (X3x4 — x2Xs5) — arxy +asTyp
X> = bixq4 — brx> + bixix3+ [}4.{43&
System model | 3 = D1¥s = 023 = baxixo + bauy,
X4 = C1 X2 — CoXg — N pX X5

X5 = C1X3 — CoX5 + NpX1Xy4

J— ~

L1 =ay (x384 —x2is) — azx +(HV1
,fz = b Xy — boxo + b3x X5+ [)4(;,;% + Vz) Output
UIO { ,f‘; = [)l)t:, — [)23{* — l)*;)tl X4+ !)4(”"B + V”-;j il’leCtiOl’lS
,f4 = X3 — Cofy — npx1 £s o
\ ,f-, = C1x3 — C2X5 + npx Xy
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Observers for model-based FDI

Combining UIO and data analysis

The application to rotor broken bar diagnosis.
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'*:;‘ﬁ 0.04 Cﬁ: (<) VS WE—— .................
;Eg'ﬁ x:\- )
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Observers for model-based FDI

Combining UIO and data analysis

The output injection of a UIO contains informations on the fault. By
analysing the time serie of the output injection signal some
characteristics of the fault can be derived.

I N
Pattern

G(j/—y,') - .. > { Cluster i" }
1 recognition
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Observers for model-based FDI

Combining UIO and data analysis

The application to the diagnosis of a steam separator drum.

Faulty Plant Known Filter

pymy vy D L0 R e B0
y:C'ﬂ+fL' yuzcu:fu.
SM-Based Observer ? a(t}

i:u. = Aumu‘l’Buy‘l"”-Eu +
Yo = CI‘.'I.I:H

LMI Based Observer
u(t ;::Eg— BA)i +Td+ Blu+ f,)

fult)
SM-hased Residual Generator OUtpU.t IIlJ CCtiOIl

for Sensor Fault Detection

residuals
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Observers for model-based FDI

Combining UIO and data analysis

The application to the diagnosis of a steam separator drum.

Steamn foult(abrupt) : #t| fult)) Level fault(abrupt) : #t] fy1(t))

T T SO = S FUDOPUY SOPUDPOR SOOPURE S SR 7;.;._

Method 1

Each fault, either matching
or on the sensor, has its
own shape/signature in the
residuals' domain.

Level fault{incipient) : 7t f,1(t))

Y N A, fooens - SRS SRS S

rilt) rit)
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Observers for model-based FDI

Combining UIO and data analysis

The application to the diagnosis of a steam separator drum.

Steam foult(abrupt) : 7] fult))

Level fault{abrupt) : 7| f(t))

e s D I =7~ Method 2

2 2. 2 3
(L) ri(t)

Each fault, either matching
Level fault{incipient) : #(t|f,u(t)) .
r e or on the sensor, has its

[ R own shape/signature in the
.7,1_::5::“"5.: .......... ........ ] residuals' domain.

i i i i i i 5 i i i i i i
E%.:" 0.4 08 0a i 12 14 1E :%E 04 OE k- 1 12 14 i
ry (T} rylt)
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Networked control

The connection between the control and the plant 1s implemented by
means of a network (public via VPN or Fieldbus)

1(t) + ’ e(t) C

I
controller process |
5 |
t):
" d
filter trasducer I
..................................... n(t)
___________ ]
Controller Intrusion/noise Plant
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Networked control

The connection between the control and the plant i1s implemented by
means of a network (public via VPN or Fieldbus).

’ﬂm u(kT-x%)
y(kT)

y{kT-t*)

Communication 1s digitally implemented and delays are usually
induced by networks. Even packet drops can occur unless a
deterministic network is implemented.
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Networked control

Generally, stability problems arise in the presence of delays
either due to the process itselt or because of the
communication network.

Uncertainty in the delay amount makes the use of delay
compensation approaches less, or even not at all, effective.

Packets dropout can be considered as an extreme infinite
delay when designing the control law.

Networks are the potential origin of additional disturbances to
the system.
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Networked control

Packet losses or delays larger than designed can be faced at the
actuator side by:

* Hold the previous value of the manipulated variable
* Set the manipulated variable at the nominal value
* Use prediction techniques based on a plant model

Transmitting only the variations of the variables can decrease the
loss of packets because of network congestion

Disturbances on the communication network are not taken into
account in the above design approaches
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Networked control

Networked predictive control

A number of future control actions, designed by means of an observer,
are sent to the actuator that can use them 1n the case of missing/delayed
command from the controller.

* A microprocessor 1s needed on the actuator
* Time stamp of the variable is needed
* Sensor should send an array with all data not transmitted yet

* Comparison between the data in the registers and the
received/computed values should be effectively implemented
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Networked control

Networked predictive control

A number of future control actions, designed by means of an observer,
are sent to the actuator that can use them 1n the case of missing/delayed
command from the controller.

C I

controller | actuator process |
I

| I

S F - |

20 filter | trasducer |
..................................... I

___________ ]

Controller Plant
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Networked control

Networked predictive control

A number of future control actions, designed by means of an observer,

are sent to the actuator that can use them 1n the case of missing/delayed
command from the controller.

controller

’& C —» Buffer —»| § u(® >

T selector / 4
. o
o : E
: Z
observerT °§ § y (1)
F & 8«
el
filter

Controller
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Networked control

Networked predictive control

The observer

[ out—k—2t—k-—2) | [ wt—k—-1t—k—-1) ]

|tk k—2) u(t — k|t —k— 1) |

\

The control stack at |
the actuator over the | | . . |
orizon M ‘ u(t|t — k — 2). u(t|t — k —1). }
‘ I

| | . |

et M=k =3tk 2)] fu(t+ M~k =2t~ k1)) |

wy = u(t + 7|t — k)= K& 74—  The control law
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Networked control

Networked predictive control

The use of the predicted control

Example of application in ideal case without data loss

Data Predicted
Example of application of the prediction in case of data loss
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Networked control

Networked predictive control

For the predicted control design some bound for the uncertain
delays are needed

1. The communication delay in the feedback channel(from the sensor to the
controller) is bounded by ny (that is, how many number of samples the data

is late)

2. The communication delay in the forward channel(from the controller to the
actuator) is bounded by n (that is, how many number of samples the data

is late)

3. The number of consecutive data drop in feedback and forward channel is

bounded by ny
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Networked control

Networked predictive control

Example of application in ideal case without data loss

Output with nf=0 nb=0 nd=0 and Ts=0.01 [s]

8000

—— Local control
—— Networked predictive confrol
8000 | / \ —— Pravious value [
1

\ —ldeal output
7000 | /

6000 | , Jf
_ /

n
=
=
=
o

Output y(t)
I
=
[
[ |
—
f”f

0 z 4 6 8 10 12 14
Time (s)
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Networked control

Networked predictive control

Example of application in ideal case without data loss

State with nf=0 nb=0 nd=0 and Ts=0.01 [s]

10000 | | |
—Local control
- [ — Networked predictive control
x 5000 / \ \— Previous value }>
0 I | | | \—_L |
0 2 -~ 6 8 10 12 14
Time (s)
x10%
-1 | |
0 2 - 6 8 10 12 14
Time (s)
10000 T T I
0 | | | | |
0 2 4 6 8 10 12 14
Time (s)
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Networked control

Networked predictive control

Example of application in ideal case without data loss

Input with nf=0 nb=0 nd=0 and Ts=0.01 [s]

5 — . =

o

%]

%]

-

Input u(t)
=

1
-

| |
4 6
Time (s)
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Networked control

Networked predictive control

Example of application in ideal case without data loss

Output with nf=4 nb=4 nd=2 and Ts=0.01 [s]

9000, T T T ' ; I
SN —— Local control

8000 | e Netv.:u:urked predictive control |
— Previous value

—— |deal Reference
7000 |

6000 | /\f\

5000

4000 |

Output y(t)

3000

\

2000 |
1000 |

-1000° - - : : : :
0 2 4 6 8 10 12
Time (s)
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Networked control

Networked predictive control

Example of application in ideal case without data loss

Input with nf=4 nb=4 nd=2 and Ts=0.01 [s]

—— Local control

~—— Metworked predictive control |
| Previous valug

Input u(t)

8 10 12 14
Time (s)
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Networked control

Networked predictive control
Example of application in ideal case without data loss

Output with nf=8 nb=8 nd=4 and Ts=0.01 [s]

4
%10
2 l P
——Local control
Metworked predictive control
1.5 —— Previous value
|——Ideal Reference
JAN
=05 /a v
5
E}_
=
3 0

i

N

1.5 - - - | -
4 6 8 10 12 14
Time (s)
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Networked control

Networked predictive control

Example of application in ideal case without data loss

Input with nf=8 nb=8 nd=4 and Ts=0.01 [s]

T 1 l_ ] . ] ] | — | ™ —
—— Local contral

—— Metworked predictive control

— Pravious valua

: \

2_ -
-:~1 |\ -
2o
= |~
=3 /

J |1/ r/"' _
2+ _
4 ‘

_4 \

1t
5 ! [ | | [
0 2 4 6 8 10 12 14
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Networked control

Networked predictive control

Example of application in ideal case without data loss

Output with nf=30 nb=30 nd=30 and Ts=0.01 [s]

4
15 % 10 | |
— Laocal control
Metworked predictive control
— Pravious value
1 —— |deal Reference
/ \
=
5
[a1
5 \ /\/\
C o0
0.5
0 2 4 6 8 10 12 14

Time (s)
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Networked control

Networked predictive control

Example of application in ideal case without data loss

Input with nf=30 nb=30 nd=30 and Ts=0.01 [s]

_'l T T T im} 1 1]
—— Local control
4 —— Networked predictive control
— Prawvious valua

3 |

2 —
=17 q
=
5 0 — q'nl‘ - I'll 4=
g " \[ 1
1+ |

1 If v/
/
2 \ \L /
-3 |
|
) hj | |
-5 1 | L Ul | |
0 2 6 8 10 12
Time (s)
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Multi-agent systems

Agent

A system which 1s able to make an activity taking into account its
own dynamics and evolution rules as well as its possible
connections with other agents

Continuous time dynamical systems

N x =f(x,u(r),) ) , q
ped parameters xe R y € R uce R
y= h(x,u(t), t)
Distributed 5_)/_ 7777777777777777777 azy. 777777777777777777777777777777777 N o
Darameters t—oc(?r)@xz, y(0,¢)=u,(t);  y(L,t)=u,(z)
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Multi-agent systems

Agent

A system which 1s able to make an activity taking into account its
own dynamics and evolution rules as well as its possible
connections with other agents

Discrete time dynamical systems

xk+1=f(xk;uk;k) XER" ;uck’; yeR’
ykzh(xk;uk;k) k=0,1,2,...

System control basics



Multi-agent systems

Agent

A system which 1s able to make an activity taking into account its
own dynamics and evolution rules as well as its possible
connections with other agents

Discrete event dynamical systems

cond 1

cond 3

cond 2
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Multi-agent systems

Multi Agents System

A complex system composed by a number of interconnected agents that
exchange information and/or materials

G(V,E,A)
V={1.2,....N}  the vertex set
EC{VxV} the edge set %

Ae RN the adjacency matrix

L =[(;] e R the Laplacian matrix

N:={jeV:(ij €&} @
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Multi-agent systems

Multi Agents System

A complex system composed by a number of interconnected agents that
exchange information and/or materials

g(V.€,A)

the vertex set

v={1,2,3,4,5|
the edge set

_|12),(21),(2.3),(2,5
3.1].3:4].(43).(5.2
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Multi-agent systems

Multi Agents System

A complex system composed by a number of interconnected agents that
exchange information and/or materials

G(V.E A
the adjacency matrix @
g
2
E:

S O == O
_—0 O O =
S - O = O
S O = O O
el el
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Multi-agent systems

Multi Agents System

A complex system composed by a number of interconnected agents that
exchange information and/or materials

G(V.£,A
the Degree-out matrix
1 0 0 0 O
O 3 0 0 O
D =0 0 2 0 O
00010 @
O 0 0 0 1 :
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Multi-agent systems

Multi Agents System

A complex system composed by a number of interconnected agents that
exchange information and/or materials

G(V.E A
the Laplacian matrix
1 -1 0 o o]
-1 3 -1 0 -1
L=D —A=|—-1 0 2 -1 :

out O
o 0 -1 1 0
O -1 0 O 1
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Multi-agent systems

Multi Agents System

A complex system composed by a number of interconnected agents that
exchange information and/or materials

Gg(V.£ A
the in-neighbours sets
input — 2’ 3}
input2: 1 ? 5 J %

=

=(2,4]

input,

(3]

input,

Z =2 =2 =

_2}

input, @

System control basics



Multi-agent systems

Multi Agents System

A complex system composed by a number of interconnected agents that
exchange information and/or materials

Smart grids

UAYV Coordination

Sensing wide areas

Social networks

System control basics



Multi-agent systems

Multi Agents System

The behaviour of a Multi agent system 1s not the simple combination of the
behaviour of each system and emerging dynamics can appear

Flocking

L I\ e v
41 ¥ < €0 ] N R
9 \ X | 4 3 Sk MR\ . @

Z—gap}i'-x ,:,_\ €0 o
"3"7[ 2'ga|5 A 2 gap
) 2 gap :

- -~

O ﬂ
A 23;} ontam

Coordinated teams
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Multi-agent systems

Multi Agents System

The behaviour of a Multi agent system is not the simple combination of the
behaviour of each system and emerging dynamics can appear

Crowd

Not always the behaviour of a multi agent system
1s predictable by the knoledge of its components
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Multi-agent systems

Multi Agents System

The behaviour of a Multi agent system could be heavily dependent on external
inputs

Smart grids

UAYV Coordination

Sensing wide areas

Social networks

System control basics



Multi-agent systems

Multi Agents System

Multi Agent Systems can appear when implementing jerarchical controls

TERTIAEY CONTROL
| Optimal operation in bath operating modes |

| Power flow control in grid-tied mode |

/G 1/4- - ® (ref; Vrer) \ PGS &'y

x
’ . . I i |
' A ) I 0 5
¢ Communlcatlon Layer ' i i SECONDARY CONTROL
g(v1 81 A) Lo Compensating the voltage deviation
%z T e
-------------------- - o
Vi Distributed Secondary Control Layer = dvistion s vy primary ool
St
Upy Vpa lm ! E
Lca  Rea m :-‘ﬁ E E DECENTRALIZED PRIMARY CONTROL
Ky R3 Pra,Qua ﬁ_ i i l Vollage stability provision |
ﬁ L] L] '™ M
=¥ ! Frequency stability preserving
L Liz § vk PQn = | [ Plug and play capability of DERS | |
=1
ﬂ Voy = 1 H |Clmuln|ingcu.m:m avoidance among DERs |
M2 Loz R Lp La  Ra m ! .
Decentralized Primary Control Layer A MICROGRID

i Ti:.'l

l MAIN POWER GRID '
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Multi-agent systems

Multi Agents System

Multi Agent Systems have complex interacting dynamics

xi:f,-(x,.;xj;ui;t) x€R";ucR?; yeR”
yi=h(x, w1 i=12,,N X, €N,

l
The properties of a Multi Agent System mainly depend on the
Laplacian matrix that represents how the agents are connected
one each other

L: laplacian matrix

L=D-A4 D: connection degree matrix
A: adiancency matrix
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Multi-agent systems

Multi Agents System

The properties of a Multi Agent System mainly depend on the Laplacian

matrix that represents how the agents are connected one each other

-1 -1 0
1 -1 0
0o 2 -1
0O 0 O

System control basics
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Multi-agent systems

Multi Agents System

The control of a Multi Agent System is mainly based on the knowledge of the

state of the agent itself and of its neighbors

u=g;(x,;x,;t] x,E€R";u, R’ y, R’
X € N,
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Multi-agent systems

Multi Agents System

The control of a Multi Agent System should be designed in order to be able to
not suffer from external undesired inputs

%
T =
LS

Robustess: the ability of the system to react to perturbations, internal
failures, and environmental events by compensating the disturbance and/or
limiting their effect on the state and the output

Resilience: the ability of the system to react to perturbations, internal
failures, and environmental events by absorbing the disturbance and/or
reorganizing to maintain its functions

System control basics



Distributed control

When considering the control problem for multi-agent systems
we have to design the structure of the control system:

e Centralized control
* De-centralized control

* Distributed control

System control basics



Distributed control

Centralised control

All measurements are collected by a central agent that defines the control law
for all of the connected agents taking into account the overall system condition

System control basics



Distributed control

Centralised control

All measurements are collected by a central agent that defines the control law
for all of the connected agents taking into account the overall system condition

(Canteallar

Optimization can be obtained since the controller can consider all the
information that are available

t
V)= min Liy:-u)d
@) ueszto (v u)dt
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Distributed control

Centralised control

All measurements are collected by a central agent that defines the control law
for all of the connected agents taking into account the overall system condition

Control is completely lost in
the case of controller fault

System control basics



Distributed control

De-Centralised control

Each agent has its own control based on its own mesurement; no information
is shared

o
u]C

1
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Distributed control

De-Centralised control

Each agent has its own control based on its own mesurement; no information
is shared
Physical
interactions
among agents
are considered
as
disturbances
to compensate
for
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Distributed control

De-Centralised control

Each agent has its own control based on its own mesurement; no information
is shared
The fault of one

local controller
does not fully
propagate to
the all agents
and its effect
can be
mitigated by
neighbour
controllers

System control basics



Distributed control

Distributed control

Each agent has its own control based on its own mesurement and some data
from its neighbours; same information are shared

The
communication
graph can
differs from the
graph
representing the
physical
connections
between agents

System control basics



Distributed control

Distributed control

Each agent has its own control based on its own mesurement and some data
from its neighbours; same information are shared

The fault in one
agent can be
compensated

by the
coordinated
actions of the
agent and 1ts
neighbours

System control basics



Distributed control

Distributed control

Each agent has its own control based on its own mesurement and some data
from its neighbours; same information are shared

The fault in one
controller can
be mitigated by
the coordinated
actions of the
neighbour
controllers

System control basics



Distributed control

Distributed control

Each agent has its own control based on its own mesurement and some data
from its neighbours; same information are shared

The
‘\‘ Y1 communication
+ L C, g graph can

he

Optimization be can obtained by combining the optimization of a e
set of locally defined indexes, taking into account neighbours

J\a) Zm’”fLy,’ ;)dt ;

= luEU” to ltS
u

,

System control basics



Distributed control

Distributed control via Consensus

Consensus 1s achieved when the agents “agree” in the sense that their states
tend to the same value or profile. The states of each agent and its neighbours
are needed for the distributed control design

System control basics



Distributed control

Distributed control via Consensus

Consensus 1s achieved when the agents “agree” in the sense that their states
tend to the same value or profile.

x,—x ;| =0, Vi, jli#i)

Consensus can be achieved both because of the physical connections
and by a proper control design

The states of each agent and its neighbours = (x - )
are needed for the distributed control i —&i\rir X
design JjE M
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Distributed control

Distributed control via Consensus

Consensus can be achieved to the average value of the initial states of each
agent (simple integrator).

100

=
|
|
—_—
=
|
o
~
~—
state
3
7H

iEN; A4 i

J0g .

. ED . -
Yiey

10 .

Dl 1 1 1 1
0 2 4 B 8 10
time (sec)
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Distributed control

Distributed control via Consensus

Consensus can be achieved to the median value of the initial states of each
agent (simple integrator).

X, —m,
( )
N
[xk(O),ka(O)] k=7,f0rNeven
meE| N >
x,(0) k=T+,f0rN0dd

\ )

. 2 . 2 .
X =—a Slgn(xl.-xio)—%. Z Slgn(xl.—xj)
ieEN;

VieV
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Distributed control

Distributed control via Consensus

Consensus can be achieved to the median value of the initial states of each

agent (simple integrator).

X(t)

3 4 5 6
Time

Consensus to median value 1s more robust with respect to the presence

of outlayers or uncooperative agents

System control basics
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Distributed control

Distributed control via Consensus

Consensus can be achieved to the median value of the initial states of each
agent (simple integrator).

Agent | value | Attack 1 | Attack 2 | Attack 3 | Attack 4 | Attack 5 | Attack 6
1 4 8 4 4 4 4 4

2 0 0 0 0 0 0 0

3 3 3 3 3 3 3 3

4 2 2 2 2 2 2 2

5 -1 -1 -4 -1 -1 -1 -1

6 1 1 1 4 1 1 1

7 1 1 1 1 1 1 1

8 5 2 -3
mean 1,43 2,00 1,00 1,86 1,88 1,50 0,88
median 1,00 1,00 1,00 2,00 1,50 1,50 1,00

Consensus to median value 1s more robust with respect to the presence
of outlayers or uncooperative agents

System control basics



Distributed control

Distributed control via Consensus

Consensus can be robustified with respect to matching faults and uncertainties.

System control basics



Distributed control

Distributed control via Consensus

Consensus can be robustified with respect to matching faults and uncertainties.

Xi(t) =wi(t) +ui(t), i€V

[wi ()] <TI; <TI .
robustifying term

ui(t) = —o- Y (xi(r) —x;j(¢)) & B - SIGN(x;(1) +z(1))
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Distributed control

Distributed control via Consensus

Consensus can be robustified with respect to matching faults and uncertainties.

100y
80 | Ta
— T 4
: 60 Ts
Simple average = -
linear consensus ;

Time[sec]
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Distributed control

Distributed control via Consensus

Consensus can be robustified with respect to matching faults and uncertainties.

100 ¢

I2

80|

60 E——
Robust average = z6

linear consensus 40

0 10 20 30 40 50
Time[sec]
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Distributed control

Distributed control via Consensus

Consensus can be used also to follow a leader.

10 -
= — '_::"‘-
[ =y e
Y Y T T e
-5 1 1
0 5 10 15
Leader
10
5 |
= ]
1'0 15
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Distributed control

Distributed control via Consensus

Consensus can be used also to achieve and keep a formation with respect to a
leader.

Leader

Position
Mg
T
o
“*,
Y
1

Velocity

Time [sec]
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